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Preparedness Is the First Line of Defense



The Risks Confronting Your Bank Today Are

Daunting

Natural Disasters

« Earthquakes
* Hurricanes
* Flooding

..-"'.. o F L "
/i'" Blackout Northeast 2003

N

9/11/2001

Random Events

EarthquakeN CA1994 Hurricane Andrew FL 1992

* Regional Power Outage
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Terrorism

—— Gas Attack
= Oklahoma City 1989 8 Japan 1995

Bombings

Water Supply Contamination
Biological / Chemical Weapons
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The Short Term Losses Resulting from Poor
Planning are Enormous

"minutes of
downtime can
cost millions of

dollars."

Disaster Plans Get New Scrutiny After Blackout

John Schwarz

The New York Times

August 19, 2003

When Richad A. Grasso, the charman of the
New York Stock Exchange, said last year that the
Big Board was consdering abackup trading floor at
a "nuclear distance" from New York City, it was
treated & an illphresed gaffe. But after last week's
power failure that blankeed an area dretching from
the Northeas tothe Midwest, conpanies aretaking a
harder look at whether thar disager recovery plans
go far enough - literally.

"The geographic disperson of this event realy
causes some rethinking for companies,” said Jm
Simnons, the chief executive of Sungard
Availahility Sewvices, a conpany in Wayne, Pa. that
isager recovery centers for about 10,000
n North Americaand Europe.

y conpaniestha tried to manage ther own

ecovery plans, he said, found on Aug. 14
backup sitethey had credted was gill within

out area. He said customers told hin "Gee,
thought it would be out on Long Idand and

A

A outin New Jersey."
But even having backup centers hundr

IS enaure tha the datais there and deks are there
for clients who pay anything from a few hundred
dollars a month to amllion dollars a nonth. "For
some conmpanies,” he said, "minutes of downtime can
cost millions of dollars.”

T S0 ey conpanies TOOK 10 services mom
conpanies like Sungard and [.B.M. to handle that
side of the busness for them They can create
disaster-hardened backup offices — evenifthey

happen to fall within the bl ackout zone - ready to go
on short natice and linked diredly to their conputer
networks in ways that ensure againg any loss of
important informetion and little, if any, interruption
of business transacti ons.

Having operaions distiibuted across thenation is
an old and honored grategy for companies with big
call centers, sad Gary Morgengern, aspokesman for

AT&T.When acall centerin New Y ork goes down
he said, "tha traffic is autometicdly routed to tl
West Coag," and the flow of commerce continues.
But for many companies, sdting up redunde
operationsin far-flung places can be expensive, St
Don DeMar, vice pr65|dent for business conti
and rewmvey sevics a |.BM. =
probailities are fairly low" tha
preparations will ever co
or two clientsinthe

t
tes of suc
only think of one™
coupl e of months, he said,

tolerance for risk is," he said. The thriftier strategy
mekes sense urtil a big problem like the bladkout
occurs. "If they need it, it's sure nice to know it's
there," he said.

More and nmore, the choiceis not theérsto meke.
Govemment regulaions of financid industries, for
exanple, incresingly require subgartid efforts
aimed at ensuring stability in an emergency. And in
many cases, customers are demanding to see proof
that a busnessis ready for trouble before they will
award it amajor contrad or place a cmpany within
itssupply chan of manufacturing, he sad. Today, he
said, ik invdves "the whoe ecosysteni' of
comirerce.

you can’t predict

Still, despite | ast week's big scare, new customers
have not sdarted banging down the doors, said John
Shields, executive vice presdent of Telehouse, a
data center and disaster remvery company in New
Y ork that works largely with the finanda services
indugries. Enployess of Sumitono Bark, a cliert,
wa kel fromtheir Midtown Manhéatan offices to the
Telehouse offices near Wall Street, and found a
huildinn with the linohts stil on and the air-

for many conpanies to
llaoning before deciding
follow in Sumtomo's
kes a little while to get

a disaster”

But you can be

prepared !!! of so-cdled business

overy firms, however, are

“COTTa TNy aTa oS er rec
aready talking about incressing the scope of their

contrads, sad Richad Fleischman, founder of a
disaster recmvey firmin New Yorik that bears his
name. "lI'd say 75 percent of them" he sdd, "have
requeted additiond faciliies and additional
service."

That is not surprisng, but it is not dways the
case. Mr. DeMarco of I.B.M. said that some
customers learn from experience, but seemto learn
the wrong lesson. He described a corporae client
that survived a ngjor flood with the help of his
conmpany's dissster remvery services, and then
declined to renew its contrad for the next year. Mr.
DeMarco said hewas aghagt. "Areyou kidding?" he
recalled ssking. "Wejug saved your company.”

The client, however, was unnoved. "We're in a
hundredyear flood zone" Mr. DeMarco recalled
himsaying, "and it just happened.”

Data recovery is only part of the solution;
Physical infrastructure must be there in order to conduct business
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How Your Company Prepares For and Deals With the
Aftermath of Crisis Directly Impacts Shareholder Value
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Planning has both short term and long term impact
on your companies financial health
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Banks and Financial Institutions Have Unique
Operating Requirements to Conduct Business

Data

e Information that is current
(available in seconds), secure
and reliable

Rapid Recovery Times

» High value transactions
demand rapid/immediate
recovery time

Technology

* Required computers,
communication capability with
access to data

Facilities

A place where a staff member
can use the required
technology with all required
infrastructure

People

 Staff members with required
skills and knowledge to utilize
the technology

All of these dimensions MUST be in place to conduct business
and MUST be a part of a world class business continuity plan
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Our Research Has Identified the Four Key Elements
of Best Practice in Business Continuity Planning

Disaster Planning
. Simulation o

ol Best Practice -
Data Availability : . Management
4 Business Continuity
and Accuracy P : Structure
- anning -
\\\ ///
~ 7
\\ I ,/
\\\\ ’,,/
~& Decision Making L -~
Capability

Simulation Technology is the most critical aspect to achieving the
best plan and is the most difficult to implement
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Why Is Simulation Technology Critical to Effective
Business Continuity Planning in Banks?

» Disaster recovery planning is a highly complex problem with an
enormous number of potential configurations

For a bank with just 10 facilities,
4000 people and 50 business groups
did you realize that there are over
2,000,000,000,000,000 recovery options!

* The investments to achieve high levels of recovery capability could
exceed hundreds of millions of dollars

« Determining how to minimize required investment costs and
maximize recovery capability is impossible with conventional
manage ment tools/techniqgues

AchilleShieldt business continuity planning simulation
technology is the banking industry standard tool for developing
“The Best Business Continuity Plan”
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AchilleShieldT™ Was Developed Post 9/11 Specifically to
Analyze Disasters and Optimize Recovery Capability

AchilleShieldm Core Technology

* Proprietary software simulation based on constraint optimization techniques and
algorithms

« Simulates disasters and tests the organization’s business recovery capability
under a multitude of recovery configurations

» Optimizes recovery plans searching for the lowest costs to achieve required risk
readiness levels

AchilleShieldm
Simulation
Engine

Disaster

Evaluation Scenarios
Measures

Outputs
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AchilleShieldt™ Simulation
Dashboard

AchilleShield v
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What Are the Benefits of Implementing
AchilleShieldtmat Your Bank?

AchilleShieldtv Benefits

« Significantly reducing risk of business interruptions and lost
Income by millions of dollars

* Reducing disaster recovery / business continuity investment and
operating costs (NOE) by millions of dollars

« Lowering your risk based cash reserves requirements based on
the new Basel Capital Accord (Basel I1)

* Improving corporate image and perception by customers and Wall
Street

« Outsourcing business recovery planning simulation capability

Improving the ability of your organization to survive
In today’s business reality
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Why Partner With Osti & Associates?

o Osti & Associates (O&A) is a company whose focus is providing risk
management planning services

 O&A is a company thatis comprised of engineers, MBA'’s, real estate
professionals and Ph.D.’s in operations research with the cross-functional skills
required to deliver a comprehensive solution

* O&A has experience in working with regional, national and global banks

» O&A has delivered solutions for merger integration, facilities optimization and
business continuity for large corporations

* O&A has developed a proprietary simulation technology - AchilleShieldm
designed to address business continuity for financial institutions that enables
companies to maximize business recovery readiness and reduce costs

* O&A helped design the business continuity facility database search engine
currently being by used by Wachovia Corporation

O&A’s mandate is to help companies make critical decisions
before a disaster
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Lessons Learned

e Senior management buy-in and support is required for making
difficult investment decisions in business continuity

« Companies who are merging have tremendous opportunities to
simultaneously deliver merger synergies and business
continuity improvements by optimizing their facility networks

» There is no one optimal business continuity solution - tradeoffs
must be considered - simulation allows this process to to occur

» Although disasters have always occurred, the scrutiny of
business continuity risks by customers, government agencies
and insurers has increased dramatically since 9/11

 The updated / more rigorous Basel Il will increase your cash
reserve requirements unless you reduce operational risks now

How prepared is your company?
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Contact Osti & Associates to Find Out More About
AchilleShieldw

Assoclates
0 First Avenue

Suite 21
NEAL6) Y 10016

(212) 889-1760
WWWY. OStiassociates.com
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